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PUBLIC SAFETY AND HOMELAND SECURITY BUREAU ENCOURAGES VOLUNTARY 
ADOPTION OF NETWORK RELIABILITY BEST PRACTICES BY SMALL AND RURAL 

SERVICES PROVIDERS  
  

The Federal Communications Commission’s (FCC or Commission) Public Safety and Homeland 
Security Bureau (Bureau) encourages small and rural communications service providers to review and 
consider implementing, where appropriate, best practices recommended by the Communications Security, 
Reliability, and Interoperability Council (CSRIC), a federal advisory committee to the FCC,1 to improve 
network reliability. 

Network reliability and resiliency is essential to ensure that all consumers, public safety entities, 
and small businesses have access to reliable and secure communications, especially during disasters and 
emergencies.  Since its inception, CSRIC has identified over a thousand best practices to improve the 
reliability of communications networks.2   

As part of the Commission’s ongoing efforts to support small and rural providers, the Bureau has 
reviewed the CSRIC best practices and outage data from the Commission’s Network Outage Reporting 
System (NORS)3 to identify trends and common failures among outages experienced by small and rural 
service providers.4  This process identified 23 of the most recurring best practices (see Appendix) 
reported in NORS outage reports during the last five years as filed by small and rural communications 
providers.  Providers cited these best practices in their final reports as ones which may have helped to 
prevent such outages had they been implemented.  The Bureau encourages small and rural 
communications services providers to review and consider these 23 best practices along with other 
CSRIC best practices as appropriate for their networks.   

These 23 best practices do not reflect an exhaustive list of applicable best practices as small and 
rural communications providers may implement other best practices not reflected in this list.  We 
welcome any feedback from small and rural providers about these best practices.  For further information, 
contact Jennifer Holtz, Deputy Division Chief, Cybersecurity and Communications Reliability Division, 

                                                      
1 FCC, Communications Security, Reliability, and Interoperability Council, https://www.fcc.gov/about-fcc/advisory-
committees/communications-security-reliability-and-interoperability-council-0 (last visited Sept. 29, 2017). 

2 FCC Open Data, CSRIC Best Practices, https://opendata.fcc.gov/Public-Safety/CSRIC-Best-Practices/qb45-
rw2t/data (last visited Sept. 29, 2017). 

3 NORS is a web-based filing system through which communications providers are required to electronically report 
information about significant disruptions or outages to their communications systems affecting a certain number of 
customers over a specified amount of time set forth in Part 4 of the FCC’s rules (47 C.F.R. pt. 4). 
4 The Bureau reviewed all the CSRIC best practices identified by all services providers in their outage reports from 
last five years except those filed by nationwide communications providers. 
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Public Safety and Homeland Security Bureau, (202) 418-2336, Jennifer.Holtz@fcc.gov or Steven 
McKinnon, Electronics Engineer, Cybersecurity and Communications Reliability Division, Public Safety 
and Homeland Security Bureau, (202) 418-0390, Steven.McKinnon@fcc.gov  
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